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Security techniques — Extension to ISO/IEC 27001 and ISO/IEC
27002 for privacy information management - Requirements and
guidelines

Security threats of distributed ledger technology

Security requirements and
framework for narrowband Internet of things

Terms and definitions for distributed ledger technology

Security assurance for distributed ledger technology

Privacy protection Privacy guidelines for smart cities

Security threats and requirements for data access and sharing based
on the distributed ledger technology

Information security, cybersecurity and privacy protection — User-
centric privacy preferences management framework
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Privacy standards
- ISO/IEC 29100 privacy framework
ISO/IEC 29134 privacy impact assessment guidelines
- ISO/IEC 27701 privacy information management systems requirements
- ISO.IEC 29151 code of practice for Pl protection
- ISO/IEC 27550 privacy engineering

j

Smart city standards
- ISO/IEC 30145 Smart cities reference framework
- PAS 183 Guide to establishing a decision-making framework for sharing data and
information services
- ISO 37156 Guidelines on Data Exchange and Sharing for Smart Community

Cloud computing standards

- ISO/IEC 17789 Cloud Computing Reference Architecture

- ISO/IEC 27018, Code of practice for protection of PIl in public clouds acting as PII
processors

ISO/IEC 27570
Privacy guidelines
for smart cities

loT standards
ISO/IEC 30141 loT Reference Architecture
- ISO/IEC 27030 Security and privacy guidelines for loT

Big data standards
- ISO/IEC 20547-3 Big data reference architecture
- ISO/IEC 20547-4 Big data security and privacy

IT governance standards

- ISO/IEC 38500 Corporate governance of information technology

- ISO/IEC 38501 Governance of IT — implementation guide

- ISO/IEC 38502 Governance of IT — Framework and model

- ISO/IEC 38505-1 Application of ISO/IEC 38500 to the governance of data

m 23

TT1 11




I NeE=l 22X = 1s0/1EC 27570 e R 0

. - ¥

Smart city ICT Reference Framework

Stakeholders
Enterprises I Citizens I Governmental entities I Non-Governmental entities
Vision & Outcome
. . Economic Efficiency & . .
Well-being Transparency Sustainability y Collaboration Innovation
development Resilience
Business process framework Governance processes
. Sustainability & resilience External interface
Leadership Stakeholder engagement Integrated management Y
management management
Core processes
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Supporting processes
. . Integrated portfolio . . Knowledge Integrated
Enterprise & Process Legal & Regulations 9 p Open innovation 9 9
management management management
Knowledge management framework
Smart city domain knowledge model Smart city knowledge management platform
Engineering management framework
Smart Application Layer o < @8 < o
Data & Services Supporting Layer & =6 € g E cc¢g 2 e £ £
i >38 8 >0 2Ss ] S g
Computing & Storage Layer Sz8 Z £ g 2] Z = § =} Z
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Data Acquisition Layer
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BLOCKS FROM NON-UPGRADE NODES

Hard fork
Change to the protocol

Blocks
Containing
Transactions

Follows Old ' Follows Old ' Follows Old
Rules Rules Rules

or rules that result in a
fork that is not

backward compatible.

Follows New . Follows New Follows New
Rules Rules Rules

BLOCKS FROM UPGRADE NODES

-
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Root=hash(H4, H5)

.
Merkle tree[b-NIST]

A data structure where
) H4=hash(HO, H1) HS=hash(H2, H3)

the data is hashed and

combined until there is a

singular root hash that

HO=hash(Data0) H1l=hash(Datal) H2=hash(Data2) H3=hash(Data3)

represents the entire

data structure.

Example of a Merkle tree
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Soft fork

Change to the protocol
or rules that result in a
fork that is backward

compatible.

Blocks
From Non-
Upgrade =
Nodes

Follows Old
Rules

Follows Old
Rules

Follows Old Rules But
Violates New Rules

Blocks
From
Upgrade
Nodes

A Soft Fork : Blocks Violating New Rules Are Made Stale By The Upgraded Mining Majority

Soft Fork (adapted form [b-BA])
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Follows Old
Rules

Follows

Old & New
Rules

Follows
Old & New
Rules
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DLT threat assessment of the DLT

Threat Exploitability metrics Impact metrics
Attack Attack Privileges User Scope | Confidentiality | Integrity | Availability
vector | complexity | required | interaction impact impact impact
Node routing table |Network | High Low None Changed | None High High
threat
Network DDoS Network | Low None None Changed | None None High
threat
Node identity Network | High Low None Changed | Low Low High
threats
Network routing | Network | High Low None Changed | None None High
threats
Account and Network | Low Low None Unchang | High None None
transaction data ed
threats
Transaction threat |Network | Low None None Changed | None None High
Cryptographic hash | Network | High High Required |Changed | High High High

algorithm threats

Asymmetric Network | High Low Required |Changed | High Middle |Low
cryptographic
algorithm threats

Threats from Network | High Low Required |Changed | High High High

practical quantum

computers

Consensus Network | High None None Changed | None High High

mechanism threat

Smart contract Network | Low Low Required |Changed | Middle Middle |High

threats

Virtual Machine Network | High Low Required |Changed | Middle Middle |High

threats

PrK leakage threats | Network | Low Low Required |Changed | High Middle |Low

PrK loss threats Network | Low Low Required | Unchang | None None High
ed
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« Actors in DLT

User
DLT Service Qe
—-— - provider
node V\'T - = -"/ “
° 1 S
] Level Objectives Description
vé P2 ‘(_) /‘(\ -
d - L
e S < \ r “ LoSAl - To achieve low level of security Minimal confidence in the respective security
/¢ 2\ low assurance assurance component of DLT.
L
— N —
node vl _ 1 _ LoSA2 — To achieve medium level of Some confidence in the respective security
_ medium security assurance assurance component of DLT.
LoSA3 - To achieve high level of security High confidence in the respective security assurance
high assurance component of DLT.

TSt

* user, DLT node, DLT service providerZt DLT 20f =gt
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1. ulansfcrs data to
data controller.

agent

_| Data controller I

contractor

3. Requests subject's data
in un-auditable and unseen

way to a data subject.

Data processor
contractor

2. Stores data subject's
data transferred in
the local database.

h 4

4. Transfer data in

un-auditable way.

5. Stores transferred subject's
data in un-auditable way in
local database.

A 4

.
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. } Data controller ,
’ |

I Data owner L : Data processor
§ transfer data | transfer data |
| Dataowner | i | | ‘
i i i Data contractor | i Data contractor |
! agent ! , ! { ;
A
| !
i i
v Y

Distributed ledger :

Data usage records :

=] —_— ~ Kk
| component [ 1l transaction| I ledger
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CCORPORATE COMPLIANCE INSIGHTS

SOMEC N\ e i e

27701 ISO 27701: Will it Be the New GDPR I
Privacy Information | Certification?

Management o e e o ——— T __________ l
CERTIFIED

) . GDPR Q7 XHS OHESI=
— PIMS QIZ7|Z0= B8

— ISO/IEC 27701

STANDARDS  AMHOE E8EE PIMS A5

ZHHME 150 27701 215 £=0{(2019.11) —e=ms

THE FIRST

1A PN 00000
SR(T 1 #E 2 l'—j E - 150 27707 Despite the GDPR being in effect for more than a year, fo date, thero
g i
S2% 17 9K U HOIMEHOI HE A e .
i- x-" O| = 5|l = (2 02 2 03) xplores how the newty published ISO 27701 is aligned with GDPR ok
o =7 and the possibiiy and ramifications of its use as @ GDPR certification H
standard
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